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DETAILED ACTION 

1 . This communication is in response to the application filed October 1 3, 2004. Claims 
4, 16, 17, 30 and 31 have been amended. Claims 1-34 are pending in this case. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on February 3, 2005 is in 
compliance with the provisions of 37 CFR 1 .97. , Accordingly, the examiner is 
considering the information disclosure statement. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-34 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hillis et 
al (US 6,028,936) in view of (Wiser et al US 6,385,596). 

6. Regarding claim 1 - 

Hillis discloses a method for transferring one or more media files from a content server to a 
media playback device, comprising: receiving a request of one or more media files to be 
transfen-ed to a particular media playback device, the one or more media files having 
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associated expiration rules; obtaining infonnation about the particular media playback 
device; if the media playback device has the capability to enforce the expiration rules, 
fomnatting the requested one or more media files such that they can only be rendered by 
the particular playback device and transferring the fonnatted files and the expiration rules to 
the particular media playback device (e.g. col 1 In 50 - col 2 In 15). 

7. Hillis does not disclose, but Wiser does, detemnining, based on the infomnation 
about the particular media playback device, whether the particular media playback device 
has the capability to enforce the expiration mles associated with the one or more media 
files(e.g. col4ln 10-50). 

8. Regarding claim 2 - 

Hillis discloses the method of claim 1 , wherein the media.files further have associated 
content rights and further comprising: detemnining, based on the information about the 
particular media playback device, whether the particular media playback device satisfies 
the content rights associated with the one or more media files; and if the particular media 
playback device does not satisfy the content rights, denying transfer of the one or more 
media files to the particular playback device (e.g. col 9 In 53 - col 10 In 28). 

9. Regarding claim 3 - 

Hillis discloses the method of claim 1 , wherein the media files further have associated 
content rights and further comprising: obtaining infomriation about a user account 
associated with the particular media playback device, the user account having associated 
usage rights; detennining, based on the infonnation about the user account, whether the 
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usage rights satisfy the content rights associated with the one or more media files; and if 
the usage rights do not satisfy the content rights, denying transfer of the one or more media 
files to the particular playback device (e.g. col 5 In 29-45). 

1 0. Regarding claim 4 - 

Hillis discloses the method of claim 1 , wherein the information about the particular media 
playback device includes a unique device identifier and device capabilities for playing 
media files (e.g. col 5 In 29-45). 

11. Regarding claim 5 - 

Hillis discloses the method of claim 1 , further comprising: generating a current time stamp; 
and transfemng the current time stamp to a secure location on the media playback device 
(e.g. col 6 In 5-10). 

12. Regarding claim 6 - 

Hillis discloses the method of claim 1 , wherein the expiration rules include a 
maximum number of playbacks for the one or more media files (e.g. col 5 In 16-24). 

13. Regarding claim 7 - 

Wiser discloses a method wherein the expiration rules include a relative expiration time for 
the one or more media files (e.g. col 3 In 56 - col 4 In 32). 

14. Regarding claim 8 - 
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Wiser discloses a method wherein the expiration rules include an absolute expiration 
time for the one or more media files (e.g. col 4 In 1-9). 

1 5. It would be obvious to one of ordinary skill in the art to combine the teachings of 
Hillis and Wiser in order to obtain a more economical and user-friendly fomri of security for 
digital data. 

1 6. Claims 9-1 5 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over Hillis et 
al (US 6,028,936) in view of Wiser et al (US 6,385,596). 

17. Regarding claim 9 - 

Hillis discloses a method for updating expiration mles for media files to be played on a 
media playback device, comprising: receiving a request for updating expiration rules for one 
or more media files; obtaining infomriation about a particular media playback device; 
obtaining current expiration rules for the one or more media files for which an update has 
been requested; if the cun-ent expiration rules can be updated, transferring new expiration 
rules from a content server to the particular media playback device; if the current expiration 
rules cannot be updated, requesting a user of the particular media playback device to 
perform an action before the current expiration rules can be updated; and if the user 
perfomns the requested action, transferring new expiration mles from the content server to 
the particular media playback device (e.g. col 1 In 50 - col 2 In 15). 
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1 8. Hillis does not disclose, but Wiser does, comparing the current expiration rules with 
expiration rules stored on the content server for the one or more media files to determine if 
the current expiration rules can be updated (e.g. col 4 In 10-50). 

1 9. Regarding claim 1 0 - 

Hillis discloses the method of claim 9, wherein the infonnation about the particular media 
playback device includes a unique device identifier and device capabilities for playing 
media files (e.g. col 6 In 53 - col 7 In 28). 

20. Regarding claim 1 1 - 

Hillis discloses the method of claim 9, wherein transfemng new expiration rules from the 
content server comprises: transferring the new expiration to a communication module that 
is operable to communicate with the playback device; and transferring the new expiration 
rules from the communication module to the playback device (e.g. col 5 In 29-45). 

21. Regarding claim 12- 

Hlllis discloses the method of claim 9, wherein the current expiration rules include a 
maximum number of playbacks for the one or more media files (e.g. col 5 In 16-24). 

22. Regarding claim 13- 

Hillis discloses the method of claim 9, wherein the current expiration rules include a relative 
expiration time for the one or more media files (e.g. col 5 In 16-24). 

23. Regarding claim 14 - 
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Wiser discloses a method wherein the cun-ent expiration rules include an absolute 
expiration time for the one or more media files (e.g. col 3 In 56 - col 4 In 32). 

24. Regarding claim 1 5 - 

Wiser discloses a method wherein updating the current expiration rules comprises: 
generating a cun-ent time stamp; and transferring the current time stamp to a secure 
location on the media playback device (e.g. col 4 In 1-9). 

25. It would be obvious to one of ordinary skill in the art to combine the teachings of 
Hillis and Wiser in order to obtain a more economical and user-friendly form of security for 
digital data. 

26. Claims 16-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hillis 
et al (US 6,028,936) in view of Wiser et al (US 6,385,596). 

27. Regarding claim 16 - 

Hillis discloses a method for playing a media file on a playback device, comprising: 
receiving a user request to play the media file, the media file having one or more 
associated expiration rules; validating a storage medium on the particular playback 
device; reading the one or more expiration rules associated with the requested media 
file; determining, based on the one or more expiration rules, if the media file has 
expired; and if the media file has not expired, playing the media file to the user (e.g. col 
1 In 50 -col 2 In 15). 
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28. Hillis does not disclose, but Wiser does, if the media file has expired, refusing to 
play the media file until one or more new expiration rules have been obtained (e.g. col 4 
In 10-50). 

29. Regarding claim 17 - 

Hillis discloses the method of claim 1 6, wherein validating comprises: calculating a 
hash value for a file on the storage medium; and comparing the hash value to a 
value stored in a protected storage area of the particular playback device (e.g. col 9 
In 53 -col 10 In 28). 

30. Regarding claim 18 - 

Hillis discloses the method of claim 16, wherein determining comprises: detemnining if a 
maximum number of playbacks for the media file has been reached (e.g. col 10 In 20^5). 
31. Regarding claim 19 - 

Wiser discloses a method wherein detennining comprises: determining if a relative 
expiration time for the one or more media files has passed (e.g. col 3 In 56 - col 4 In 
32). 



32. Regarding claim 20 - 

Wiser discloses a method wherein determining comprises: determining if an absolute 
expiration time for the one or more media files has passed (e.g. col 4 In 1-9). 



Application/Control Number: 09/974,946 Page 9 

Art Unit: 3621 

33. It would be obvious to one of ordinary skill in the art to combine the teachings of 
Hillis and Wiser in order to obtain a more economical and user-friendly form of security 
for digital data. 

34. Claims 21-29 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hillis 
et al (US 6,028,936) in view of Wiser et al (US 6,385,596). 

35. Regarding claim 21 - 

Hillis discloses a content server for transferring media files to a playback device, 
comprising: means for receiving a request of one or more media files to be transfen-ed to a 
particular media playback device, the one or more media files having associated expiration 
rules; means for obtaining infonnation about the particular media playback device; means 
for formatting the requested one or more media files such that they can only be rendered 
by the particular playback device and transfen-ing the formatted files and the expiration 
rules to the particular media playback device, if the media playback device has the 
capability to enforce the expiration rules (e.g. col 1 In 50 - col 2 In 15). 

36. Hillis does not disclose, but Wiser does, means for detemiining, based on the 
infomriation about the particular media playback device, whether the particular media 
playback device has the capability to enforce the expiration rules associated with the one or 
more media files (e.g. col 4 In 10-50). 



37. Regarding claim 22 - 
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Hillis discloses tlie content server of claim 21 wherein the media files further have 
associated content rights and further comprising: means for detennining, based on the 
information about the particular media playback device, whether the particular media 
playback device satisfies the contient rights associated with the one or more media files; 
and means for denying transfer of the one or more media files to the particular playback 
device if the particular media playback device does not satisfy the content rights (e.g. 5 In 
53 - col 6 In 28). 

38. Regarding claim 23 - 

Hillis discloses the content sen/er of claim 21 , wherein the media files further have 
associated content rights and further comprising: means for obtaining information about a 
user account associated with the particular media playback device, the user account having 
associated usage rights; means for determining, based on the infonnation about the user 
account, whether the 10 usage rights satisfy the content rights associated with the one or 
more media files; and means for denying transfer of the one or more media files to the 
particular playback device if the usage rights do not satisfy the content rights (e.g. col 50 In 
20-45). 

39. Regarding claim 24 - 

Hillis discloses the content server of claim 21 , wherein the information about the 
particular media playback device includes a unique device identifier and device 
capabilities for playing media files (e.g. col 8 In 20-45). 

40. Regarding claim 25 - 
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Hillis discloses the content server of claim 21 , further comprising: generating a current time 
stamp; and transferring the current time stamp to a secure location on the media playback 
device (e.g. col 13 In 5-10). 

41 . Regarding claim 26 - 

Wiser discloses a content server wherein the expiration rules include a maximum 
number of playbacks for the one or more media files (e.g. col 3 In 50 - col 4 In 30). 

42. Regarding claim 27 - 

Wiser discloses a content server wherein the expiration mies include a relative 
expiration time for the one or more media files (e.g. col 4 In 1-10). 

43. Regarding claim 28 - 

Wiser discloses the content server of claim 21 , wherein the expiration rules include an 
absolute expiration time for the one or more media files (col 4 In 1-10). 

44. Regarding claim 29 - 

Wiser discloses a content server further comprising: means for receiving a request for 
updating expiration rules for one or more media files; means for obtaining infonnation about 
a particular media playback device; means for obtaining current expiration rules for the one 
or more media files for which an update has been requested; means for comparing the 
current expiration njles with expiration rules stored on the content server for the one or 
more media files to detennine if the cun-ent expiration njles can be updated; means for 
transfening new expiration rules from a content server to the particular media playback 
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device if the current expiration rules can be updated; means for requesting a user of the 
particular media playback device to perform an action before the current expiration rules 
can be updated if the current expiration rules cannot be updated; and means for 
transfening new expiration rules from the content server to the particular media playback 
device if the user perfonns the requested action (e.g. col 3 In 50 - col 4 In 30). 

45. It would be obvious to one of ordinary skill in the art to combine the teachings of 
Hillis and Wiser in order to obtain a more economical and user-friendly fomn of security for 
digital data. 

46. Claims 30-34 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over Hillis 
et al (US 6,028,936) in view of Wiser et al (US 6.385,596). 

47. Regarding claim 30 - 

Hillis discloses a playback device for playing media files, comprising: means for receiving a 
user request to play the media file, the media file having one or more associated expiration 
rules; means for reading the one or more expiration rules associated with the requested 
media file; means for determining, based on the one or more expiration rules, if the media 
file has expired; means for refusing playback of the media file until one or more new 
expiration mles have been obtained if the media file has expired; and means for playing the 
media file to the user if the media file has not expired (e.g. col 1 In 50 - col 2 In 15). 



48. Hillis does not disclose, but Wiser does, means for validating a storage medium 
on the particular playback device (e.g. col 4 In 10-50). 
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49. Regarding claim 31 - 
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Wiser discloses the playback device of claim 30, wherein the means for validating 
comprises: a means for obtaining from the storage medium a hash value for a file 
stored on the storage medium; and a means for comparing the obtained hash 
value with a value stored in a protected storage area of the particular playback 
device (e.g. col 6 In 3-40). 

50. Regarding claim 32 - 

Wiser discloses the playback device of claim 30, wherein the means for detemining 
comprises: means for determining if a maximum number of playbacks for the media file has 
been reached (e.g. col 5 In 29-45). 

51 . Regarding claim 33 - 

Wiser discloses the playback device of claim 30, wherein the means for determining 
comprises: means for determining if a relative expiration time for the one or more media 
,has passed (e.g. col 5 In 29-45). 

52. Regarding claim 34 - 

Wiser discloses the playback device of claim 30, wherein the means for detemiining 
comprises: means for detemiining if an absolute expiration time for the one or more 
media files has passed (e.g. col 3 In 50 - col 4 In 30). 
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53. It would be obvious to one of ordinary skill in the art to combine the teachings of 
Hillis and Wiser in order to obtain a more economical and user-friendly fomi of security for 
digital data. 

54. Examiner's note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims above for the convenience of the applicant. Although 
the specified citations are representative of the teachings in the art and are applied to the 
specific limitations within the individual claim, other passages and figures may be applied 
as well. It is respectfully requested from the applicant, in preparing the responses, to fully 
consider the references in entirety as potentially teaching all or part of the claimed invention 
as well as the context of the passage as taught by the prior art or disclosed by the 
examiner. 

Conclusion 

55. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

56. Rabin et al (US 6,697,9481 31 ) discloses methods and apparatus for protecting 
infonnation. 

57. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cristina Owen Sherr whose telephone number is 703- 
305-0625. The examiner can normally be reached on 8:30-5:00 Monday through 
Friday. 
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58. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on 703-305-9768. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

59. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




